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ABSTRACT

ALKAEED, MAHDI, KHALAF., Masters : January : 2021,
Masters of Science in Computing

Title: Blockchain Technology and Reputation System for Smart Grids to Address

Cyber-Attacks

Supervisor of Thesis: Khaled, MD, Khan.

The smart grid model has made a big technological leap over the traditional
electrical grid. This model contributes to protecting the physical environment as it
provides many benefits such as improved quality of services, efficient use of the
traditional electrical grid, and renewable power resources that depend on many
resources such as the sun and wind energy. However, smart grids suffer from some
security problems such as the communication protocols. These protocols do not include
proper authentication and access control mechanisms. The consequences of security
breaches in smart grids are devastating because this could lead to the complete layoff

of the power grid and cause economic effects on the power systems.

To address the security issues (unsafe communication protocols - internal
attackers) in smart grids, we propose in this research a new distributed framework to
address internal attackers to protect smart grids against False Data Injection (FDI)
attack based on Blockchain Technology and a reputation score system to enhance self-
defense capability. Blockchain is a distributed data architecture in which all data
elements are permanently registered after validation by most nodes in a P2P (Peer-to-
Peer) network. We define reputation as the user's reliability, and more precisely and
clearly, reputation is the opinion of a machine or user about devices and other users.

This thesis presents actual results as a conceptual reference to assist smart grid



developers and researchers in proposing a secure architecture for smart grids and to
provide a performance analysis of this approach based on implementing Blockchain

technology and reputation score system in the smart grid domains and sub-domains.
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CHAPTER 1: THE INTRODUCTION
1.1 Background

Electricity is the major driver for all technologies, without it, the technologies
lose their benefits and become limited or useless [1]. However, to meet the needs of the
near future, we need a new secure and safe electrical grid. This new electrical network
can handle many computers, equipment, and the latest technologies. This network can
control and operate the complexity and growing electricity needs of this century [2].
Thus, to meet the demand for current and future requirements, we urgently need a smart
and secure electrical grid, known as the Smart Grid (SG).

Integrating modern communication networks with power networks led to the
emergence of many security issues that did not appear with traditional networks. These
security issues (such as the integrity of the messages) could pose an actual threat to
power grids, which could lead to their complete suspension. All of these have led to the
need to develop protection technologies to protect networks and speed up recoveries
and restore in the event of cyberattacks or natural disasters. The integration of smart
grids with modern communication networks brings the reliability problems to SG
systems such as the receiving attacker controlled messages. One of the most important
features of modern communication systems used is the ability to deliver messages
through different components of the SG with high efficiency and speed, which
contributes to the speed of response of system operators to face critical situations.
Despite this, there are many security issues, and among them, the most important issue
is the reliable SG [4].

The reliability of the network when sending these messages is a real problem as
the success of any SG hacker and then his ability to send wrong messages can have a

dangerous impact and dire consequences on the power grids, such as complete power



outages in many areas for varying periods. Smart grids comprise many complex and
heterogeneous technologies such as Advanced Metering Infrastructure (AMI) and
Supervisory Control and Data Acquisition (SCADA) systems and a group of
substations. These systems use insecure protocols where the protocols are the same as
those used for traditional network communication. This allows for the possibility of
many attacks such the Russian worm Stuxnet [3]. This cyberattack caused power
outages for over 225,000 people [4]. Another example of attack happened during 2009
when attackers from China and Russia attempted to perform unauthorized access to
American electrical grids [5].

In 2014, a range of energy system infrastructure came under attacks in countries
such as Germany, Poland, Spain, and the USA. This is known as Dragonfly attack [6].
The history of cyberattacks against SCADA power systems goes back to 1982. Today,
it is essential to protect SGs with Intrusion Detection Systems (IDS) to prevent intruders
in a timely manner.

The deep integration of electronic and physical power grid resources gives
hackers the ability to inject false data into the network to influence decision-making
processes in control centers, which could lead to serious consequences such as power
outages and large material losses [22]. Vulnerabilities related to smart grid data security
(e.g., networks protocols that do not require authentication) should be taken into serious
consideration as they have been exploited previously and led to cyberattacks (e.g.,
attacks on Ukrainian power grid stations) and can cause the credentials of power system
operators to be stolen (2015 Ukraine blackout ) [4].

The basic operations of the administrator and supervisor of the modern SCADA
system in smart grids involves data collection and analysis of data in remote terminal

units, where data is sent as a plain text through communication channels from smart



meters to control centers [7]. This provides centralized management of file storage and
management, but creates high risk and possibility of manipulating this sensitive data by
attackers when this data is sent unencrypted. The presence of an IDS systems is
necessary to provide adequate protection for all parts of the SG that meet the entire SG
systems from cyberattacks such as command injection and FDI.

AMI provides bidirectional communication (two way) between power
consumers and providers (companies) in Smart Grids that provides two-way data
exchange between these components. However, this two-way communication relies on
the information and communication technology and components that may have severe
weakness. A good example is wrong data entry attacks on smart meters.

SCADA and AMI communications are based on Modbus [8, 10], and DNP3
[11] protocols. These protocols are not secure, as they do not provide integrated
authentication and access control mechanisms. Thus, any proposed protection system
must take into consideration of all potential weaknesses in the SG systems and their
protocols which are used. Substations in smart grids are an important location in the
grid as their tasks are to divide, combine, and convert electrical energy. At present, the
operations of the substations are controlled automatically by control centers or
automatic substation. The communication mechanism among these components are
based on the International Electronic Commission Standard (IEC 61850) [12, 13]. This
provides several goals such as the ability to simplify configuration, long-term stability,
and interoperability.

The protocols which are in the IEC 61850 do not provide any of the protection
features against various cyberattacks, as it is possible to exploit vulnerabilities of the
protocols used. Although this standard uses basic security measures that include

traditional authentication mechanisms. Hence, providing the IDS is a necessary tool for



protecting substation data and integrity during the information exchange process
through the different SG components.

Modern smart grids are usually equipped with several systems running
simultaneously to provide updated data in real-time. This information relates to several
measurements such as voltage, frequency, and current. These systems integrate with
conventional power systems (SCADA systems), this provides additional and wider
monitoring mechanisms for the entire electrical network by distributing many sensors
and smart meters. This gives the system operator greater ability to identify potential
problems to make decisions that avoid revealing important information related to the
mechanism of operation of these systems, the discovery of which may lead to
devastating results.

More specifically, its synchro phases depend on IEEE C37.118 [14]. Since this
protocol rarely provides a built-in authentication mechanism, this poses a major

security hole and an opportunity for attackers to launch MITM and FDIA.

1.2 Why FDIA is Addressed in This Research?

This thesis highlights the False Data Injection Attack (FDIA) [15]. If an attacker
gets the system user's credentials, then he/she can inject false information to tamper
with smart grid systems. Smart meters are an integral part of smart grids to collect data
and send to control centers, these meters and sensors are geographically distributed in
modern energy systems. If an adversary gets administrator credentials, he can inject
harmful data into smart meters of SGs. Here, this attack leads to false results to assess
the situation and prevent taking the right decision.

SGs include many asynchronous connections between heterogeneous

communication systems and protocols with various industrial components. The



multiple mixture of insecure systems and protocols and a mix of legacy hardware led
to many vulnerabilities exist in protocols that are in SCADA such as Modbus [16],
DNP3 [17], IEC 61850 [18, 19]. It exposes these networks to various attacks such as
Denial of Service (DoS) attack that may impact the integrity of messages exchanged in
SG systems [20], [21]. The most dangerous of which is the FDIA, which is still
considered one problem that researchers seek to find solutions now a days. It is difficult
to detect internal attackers performing FDIA. Enhancing capabilities in smart networks
to defend themselves against various cyberattacks requires adopting the latest
technologies to enhance system security [22], [23]. The effects of FDIA have been
demonstrated in several previous studies that showed its effects on SG systems (more
details in Chapter 2) [24].
1.3 The Smart Grid

The SG is based on a huge number of computers and other equipment with more
capabilities. It provides two-way communication between customers and energy
company utilities in order to provide better integration with the solar and wind
renewable power generation [25-27]. The SG systems provides flexibility, reliability,
and quality of power delivery of the industrial fields [28, 29]. The concept of the SG
includes smart metering and smart devices, energy-saving resources, and deploying

renewable energy resources [30, 31], as shown in Figurel.

Besides the previous technologies, smart grids comprise a complex and
heterogeneous set of technologies that encompass a group of systems including AMI
and SCADA systems. AMI system is considered as an integrated system comprising
communication networks, smart meters, and better management for the system’s data.

SCADA system is a control system that includes computers, communication networks,



and Graphical User Interfaces (GUIs) for managing high-level process oversight [27].
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Figure 1. Smart grid characteristics vs. the traditional electrical grid.

All this has become important to the development process in the economic,
health, and environmental fields. Besides, many improvements in SG technology have
led to improvements that have made many services into realities [32].

SG allows a consumer to save more money by sharing daily consumption usage.
Then, a consumer can manage energy consumption based on the information available.
It also enables one to choose the best time to buy electricity. The continuous flow of
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energy and the provision of mechanisms to protect these resources has become one of
the national security priorities of countries. Also, relying more on renewable energy

resources to ensure the continued flow of energy even during disasters, wars, or

emergencies has become a necessity.

Table 1. Traditional power grid vs SG.

Concepts

Traditional power network

Smart Grid

The possibility of
interaction between
energy network
customers and
service providers

The possibility of the
integration with
energy renewable
sources

Options available to
customers

System processes

Protection
mechanisms

Reliability and
security

There is no possibility to
interact with the network.

Confronting the problem
of renewed penetration

Market monopoly,
no choice

No efficiency in operations

Only relying on
hardware(devices) protection
methods

Less reliable and more
vulnerable to both of external
and internal attacks

Customers are involved
in the mechanism of
smart grid work.

Enhancement in the
integration process with
renewable resources

More options for clients
with  digital  market
trading

More efficiency in
operations

The smart grid can self-
repair - less harmful
when power is off

More reliable and less
vulnerable to external
attacks not internal
attacks




1.4 Problem Statement

Ukraine’s smart energy grids are one of the basic infrastructures, as in other
countries. This structure was exposed to cyberattacks in 2015, which led to the complete
demobilization of this network for hours, and plunging the Ukrainian capital in darkness
for hours as shown in Figure 2 [77]. This cyber-attack has shed light on the possibility

of this attack to happen in other countries, such as the United States [55].

% Bk
Legende ( WEISSRUSSLAND Orjol
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Dec. 23, 2015, from 15:35 - 16:30,

Figure 2. December 2015 Ukraine power grid cyberattack.

This attack was carried out by hackers by sending fake e-mail messages and then they
could get the basic credentials that allowed them to gain access and control that
electrical network.

If an adversary obtains the admin credentials and gets permissions that allow
him/her to gain full access and control over the smart grids substations, then the attacker

can manipulate or inject wrong information for smart meter measurements or in control
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authority systems signals in order to change the dynamics of the electrical network.
False Data Injection (FDI) can be a very dangerous cyber-attack to the SG operations
as it is also very hard to detect it. This issue can have severe security and economic
effects on power systems [33, 34]. This thesis investigates how do we (i) detect an
attacker, (ii) prevent the adversary, and (iii) withdraw permissions from an attacker to
limit potential threats.

Following the assumptions of multiple security weaknesses present in SG networks,
such as the use of insecure protocols and the inability to prevent internal adversaries
from launching the FDI attack, we plan to address the following specific issues in this
thesis:

i) Secure the smart grids against FDI an enormous problem that can mislead the

control center without the system being able to detect that false data alone.

i) Define a classification process for smart meters and substations to benign,
malicious or semi hones, this classification process is very important to develop
an advanced protection system. Thus, it helps to know the reliability of the data
received from the contract if it is false or correct based on the contract
classification.

iii) Hlustrate the rate of events by adversaries who are trying to send (FDI) attacks
in two cases, in the normal case without using the proposed approach, and when
applying the proposed approach, and to clarify the differences between them to

show the effectiveness and feasibility of our proposed framework.

1.5 Significance of The Research Problem
We live in an interconnected world. We connect all vital infrastructure all over

the world to electricity. The electrical network is a very critical and necessary asset.



This grid is a logical target for many cyber-attacks. Solving this specific security
problem is very important because these infrastructures have to be very reliable as the
economies of the countries depend on these vital networks.

Attackers are trying consistently to exploit vulnerabilities in electrical grids
systems. Hence, electrical network security and defense methods are needed to protect
their systems. Cyber-attacks against the Ukrainian energy sectors that may be the
prelude to broader and larger attacks, threatening the economies of countries. Analyses
of these types of attacks have become a big necessity in order to avoid a recurrence.
Developing traditional networks to become smarter is the best solution using modern

technologies to prevent hacking and cyber-attacks to gain access to SG assets.

1.6 Thesis Contributions
To address these specific security issues in smart grids, we propose a distributed

framework based on two lines of defensive technologies:

a) The first one is the utilization of a reputation score system to enhance self-
defense capability to address cyber-attacks on smart grids. The reputation score
system gives each smart meter in the smart grid a credit or reputation score value
that can be used for data verification against cyber-attacks.

b) The second line of protection is the use of the Blockchain technology that can
protect the data sent to all agents or nodes (smart meters). Blockchain
technology enhances the privacy, security, and durability of the smart grid. We
consider smart meters and substations as nodes in the Peer-to-Peer (P2P)
network. Besides, the smart meter transactions which contain the measurements

of the meter encapsulate as blocks in the chain [35].
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The major aim of the proposed framework is to provide an integrated system that

could equip smart grids systems with a self-defense-capability to ensure the protection

of data during its transfer between various nodes. We summarize the major

contributions below.

1)

2)

3)

4)

We propose a secured architecture for smart grids based on a reputation score

to protect smart grids against false data injection (FDI) attack.

We Develop a private blockchain framework to verify the reliability and

integrity of transactions among smart meters because regular blockchain-based

on proof of work requires more time to generate a new block and this is not

useful for SG transactions which is very critical and requires a few seconds for

its transactions.. This mechanism provides confidentiality and integrity for data

in three layers (sensing, communication, and control layer).

We provide a performance analysis of our above approaches applied to smart

grids in three different scenarios:

e Scenario-1: This is a traditional scenario where the smart grid uses only the
authentication process as the main protection method.

e Scenario-2: This scenario is the implementation of Blockchain Technology
on smart grids.

e Scenario-3: This scenario is a combination of Blockchain and a reputation
score system on smart grids.

We offer a set of practical recommendations based on a mathematical

foundation on when the people should apply our proposed approaches to the

above scenarios of smart grids in order to deal with various security attacks.

11



1.7 Qutline of the Thesis
We organize this thesis as follows. Chapter Il introduces the SGs security and
privacy concerns and the literature review. We introduce the methodology and our
suggested scheme in Chapter Ill. Chapter IV introduces the performance analysis and
evaluation. Then, results, analyses, and discussions are provided in Chapter V.

Ultimately, we conclude the work in Chapter V1.
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CHAPTER 2: LITERATURE REVIEW

We structure this chapter as follow: Section I highlights the security and privacy
concerns in smart grids. We divide this section into subsections. The first subsection
describes the most important challenges that the smart grid facing, while the second
subsection illustrates different cyberattacks against SG systems. Subsection 3 covers
the impact of FDIA on smart grids.

In Section Il, we have described the related work. This section contains
subsections. Subsection 1 covers the reputation score methods in previous IoT studies.
Subsection 2 covers the use of the Blockchain technology in smart grids and their
benefits and weakness in the previous studies. The last subsection illustrates the

Weighted Sum Methods strategies. Finally, Section 111 concludes this chapter.

2.1 Security and Privacy Concerns in Smart Grids

Cyber-attacks may affect the security of smart grids and economies of countries.
These attacks may destroy the smart grid's control system. In December 2015,
"BlackEnergy" malware infected several Ukrainian substations which resulted in loss
of power more than half of the houses in some regions of Ukraine for a few hours [55].

An adversary can cause negative impact or harm after he/she has a full
awareness of the smart grid mechanism to control various components of physical
interaction with the target network components to cause malfunctions and damages. If
the attacker knows how to control the network and its components, then he/she can
exploit various resources to control different applications that control the power which
can cause potential damages such as network instability, power losses and outages.

In the SG, an attacker can exploit one or more vulnerabilities in three layers of

smart grids (sensing, communication, and control layer). Some of these vulnerabilities

13



include replacing packets in communication channels (v1) in the communication layer,
interrupting the operation mode computation (v2) in the control layer, compromising
meter/sensors readings (v3) in the sensing layers [56]. Figure. 3 illustrates the tree
diagram representing potential attack paths against smart grid layers. The green track

in Figure. 3 shows a successful attack against the three layers.

Possible Attack
4@7

A ¥ k.

+ v2 } v2 v2 nv2

k. ¥ Y b ¥

GIEE ) ) 0 (o)

Figure 3. Tree diagram represents potential attacking paths against SG layers.

Communication layer

vl

Control layer

Sensing layer

2.1.1 Challenges
The most important challenges that the smart grid are:

1) Safety and Security: integrating the power grid with the communication
networks creates new threats that do not occur in traditional networks, and these
various threats may prevent the power grid from performing its tasks.

2) Reliability: The integration process also brings many reliability problems for
the SG assets. For example, the fake messages issued by adversaries sent to the
smart grid can have dire consequences, and ultimately it leads to power failure.

3) Power Quality: One of the important challenges is the ability of power stations

14



to provide a high-quality-energy to consumers continuously.
4) Interaction between network and customers: Improving energy reliability
requires customer involvement in network activities like demand response,

power quality selection as they wish.

2.1.2 Different Attacks Against Smart Grids

In [57, 59], the authors show that there are many gaps in smart grids such as
using insecure protocols. These protocols do not provide integrated authentication
mechanisms and access control mechanisms.

However, when using authentication mechanisms in SG systems, the problem
of internal attackers remains, that considered one of the major problems difficult to
correct and is still under study and raises the interest of researchers [57]. An adversary
can carry out a cyberattack where it is very hard to detect an internal adversary of the
system in a reasonable time. Besides, SGs like other networks, are vulnerable to Denial
of Service (DoS) attacks by sending large numbers of packets to the network by an
attacker [57, 58].

SG systems and components (devices) also use weak or default passwords
without encryption mechanisms for authentication mechanism to users [60]. The
absence of mechanisms to authenticate these systems considered a security
vulnerability because unauthorized persons can exploit SG systems and components to
access, manipulate, and sabotage.

Malware is one method that attackers used to gain control of SGs and extract
data is malware, which caused heavy damage to the smart grid system. In [62],

researcher points out that malware, via the malicious control communication injection

15



process, can affect SCADA systems [61-64].

Table 2 summarizes some of the most important cyberattacks against smart

grids. It shows each cyberattack, the target domain, the target network level, the

different applications, and different protocols used. SG domains includes Advanced

Metering Infrastructure (AMI), distributions, transmission, and generation. We notice

that the Distribution domain (SCADA/Subsections) uses Modbus protocol, which

doesn’t use authentication mechanisms leading to unauthorized remote control.

Table 2. Summarize the most important cyberattacks against smart grids.

The Domain ~ Network Type Applications Attacks
AMI (HAN) home  Eergy consumption / Spoofing
areas monitoring. DoS attacks
network Pricing information. Denial Of Services
attacks
Distributions  Distribution Distributed data . Spoofing — DoS
SKADA Fault/Error detection. Unauthorized
Various energy remote
resources. control(BackdoorD
orshel (KillDisk
Distribution Preventive relay. software)
Substation packet injection

Transmission SKADA
Generation Transmission

Substation

Measurement and
control data.
EMS functions.

attacks..
Spoofing
(MitM)
Spoofing
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2.1.3 False Data Injection (FDI) Attack

The FDI attack injects malicious data into smart meters that can mislead control
centers. Hence, this attack leads to false results to assess the situation and avoid making
the right decision. An FDIA would fool a system operator into believing that the smart
grid system is operating in a safe state when in reality it is not. This attack deceives the
system operators into taking corrective action that includes rescheduling the generator
load shedding. Besides, these procedures are unnecessary and very expensive.

Liu et al. [65-66] explained that FDI attack could have severe economic effects on
smart grids. Here, an adversary must have prior knowledge of smart grid systems and
the ability to perform a thorough analysis of the target network’s topology. Besides,
he/she should fulfill another requirement to carry out this attack, which is the full
knowledge of a system-user-credentials to have physical access to tamper smart grids
systems. An adversary can use the compromised nodes to inject false data. Hence, (s)he
can tamper with smart grids equipment. As a result, they enter this wrong data into the
smart grid systems, which leads the systems to generate false reports or energy outages.

The impact of an FDIA attack on the integrity and privacy of smart grid data was
first studied by Liang GQ et al. [67]. The FDI attack is very difficult to detect by the
normal detection mechanism in smart grids systems. FDA attacks not only inject wrong
data into the system, but it degrades system service. FDIA destroys data integrity and
data privacy. Data integrity in all 10T applications is a very important requirement
which is why this attack poses a much bigger threat. It takes a lot of care to detect and
prevent this attack. We need to ensure that smart grids systems and smart grids
protocols are secure. Even smart grid applications have to be well designed to prevent
any false value from being injected.

To protect data from an attacker, we must restrict access control. Data encryption
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technologies can protect data integrity and prevent wrong data entry. Although
encryption techniques prevent external attacks, they cannot prevent an insider attacker
(an allowed user) from within.

In [68], the authors present how an adversary can launch a stealth attack without
being discovered by intrusion detection systems. The authors consider that if a system
comprises ( n + 1) substations, smart meters number (n) and the nose (n) then the case
estimation model in the linear power flow model:

m=Hx+e

Jacobian matrix denoted by H, and e Gaussian distribution

If the vector of malicious data denoted by (b), that they could inject into meters
measurements data (m) through the attackers, hence the measurement vector after attack
as:

Mbad =z + b
The adversary's goal is to find a malicious data vector that keeps the metric unchanged
before and after the attack. Through this method, a hacker can carry out a stealth attack
without being detected. The basic idea in previous model is that an FDIA attack relies
on searching for a malicious data bus and using it to make the target function before
and after the attack below the threshold (t), defined as:

J(Xbad) <t
In this article, the authors show that it is very difficult to find an analytical method
capable of knowing the relationship between the system parameters and the malicious
data.

Finally, as a summary of the FDIA, this cyber-attack is a very dangerous and

harmful that threatens the safety of SGs operations and the economies and security of

countries. It can completely change the state variables that are used in the upper layers
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associated with deciding based on those parameters. Hence, control centers will be
deceived, and then costly or unnecessary operations will be executed within the smart

grid based on this false data [69].

2.2 Related Work

Here, we compare and show the novelty of this research work considering this
review. The first subsection of this chapter introduces the reputation system methods to
address cyber-attacks in various loT applications and discusses the advantages,
disadvantages, and weaknesses of the various studies. The next subsection introduces
Blockchain-based research initiatives. This subsection explains the importance of this
emerging technology in providing protection and integrity of transaction data between
the various components of smart grids. The final subsection presents the Weighted Sum

Methods (WSM) in various 10T applications.

2.2.1 Reputation Score Methods

A reputation score specified as the faith of a device or user about other devices
and users, and more clearly a reputation score defined as the user's credibility [36].
Reputation score values are updated frequently, but old values are not erased or reset
[37].

In [37], the authors conclude that traditional authentication systems based on
the public key infrastructure providing vehicle networks and the Internet of Things
(such as smart grids) do not assess message integrity and confidentiality. To solve these
security issues, this approach uses the reputation score method to reduce the malicious
and untrusted transactions from the source in l0T networks.

In this approach, the Trusted Authority (TA) is considered a trusted zone for
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reliably managing the reputation system. The TA prohibits the use of the system by
nodes (vehicles or smart meters) whose reputation values fall below a certain threshold.
This strategy reduces the untrusted transactions in smart grids. The Credit Reference
(CR) update process is continuous and synchronous. Besides, when the CR’s period
will end, the node (vehicle in this case) sends a message request Mku to TA asking for
updating the CR’s by the TA. Initially, TA checks the vehicle reputation score (RSv). If
RSv is more than the minimum threshold, the TA requests a new (CR’s encrypted
transaction to the vehicle. Initially, TA is verifying the RSv. If this value is more than
the threshold N threshoid, TA requests a new vehicle to prevent it from being known by
the hackers. The weaknesses this approach brings is that we cannot guarantee the
accuracy and reliability of a vehicle reputation score when vehicles calculate their
reputation scores. Thus, if an adversary breaks into the Board on the Unit (BOU) inside
the vehicle, then it can calculate the reputation score that it likes.

In another approach, Dotzer et al. [38] introduce a new reputation method
technique to address piggybacking attack. This attack is a wiretapping attack that is the
stealthy electronic surveillance of telephone, cellular, fax, telegraph, or Internet-based
communications. Piggybacking also refers to a person allowing another person to
follow them directly in a restricted area. For example, an adversary X calls an employee
E to open the door for him because he has forgotten his ID. Another way involves X to
ask E to borrow his laptop for a few minutes, during which the adversary can quickly
install malware. Here, an adversary can access the system during periods of inactivity
in the legitimate communication of a user who may use the system [39]. In this
approach, the reputation score system is used to solve piggybacking attacks.

Here, a vehicle (vi) generates a transaction (Msg), then sends it to other vehicles.

The receiving node will attach its own opinion on the reliability of the message (Benign/
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malicious). This depends on the previously collected opinions that attached to the
message, and on the content of the message (Msg content). Each node, upon receiving
a message, performs a calculation and gathers previous opinions before deciding and
giving its own opinion. The weakness of this approach is that the mathematical
operations can create a significant burden. Besides, they did not discuss implementation
details such as setting up the reputation system and updating the vehicles' reputation

Scores.

In the research work reported in [40], the authors developed a reputation score
system for vehicular networks to provide practical, and robust message reliability to
address cyber-attacks. Their scheme requires the reputation aggregation (Aggr)
algorithm. This algorithm calculates a reputation score for each node (vehicle, vi) based
on all the nodes feedback. Besides, this algorithm uses a specified time (T) as a
threshold to collect all the nodes feedback and ignored all ones whose corresponding
transaction was sent before (T) in the past if required, for efficient data storage. We
define the feedback subset selected by the Aggr algorithm:

F={F:(idw=idv) A (b >ta — T)}
Where idvy denotes a vehicle (Vi) identity, idv denotes a new vehicle unique
identifier, tb denotes the aggregation time, ta denotes the current time.
The parameter T represents a sufficient period during which many nodes report node-
related feedback.

The weaknesses of this approach is that the (Aggr) algorithm depends on its
work on the feedback of other nodes within a specific period. However, there is no

mechanism to guarantee the integrity of this feedback (fake or real).
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2.2.2 Blockchain Methods

This section summarizes the current use of Blockchain in smart grids. A
Blockchain protocol represents an encrypted secure distribution digital ledger across
the (Peer-to-Peer) P2P network of devices and systems. This distributed database
contains an ever-growing transaction history and arranged chronologically. The ledger
is the major data structure that contains both execution files and digital transaction
records. These transactions are collected in the form of encrypted, time-signed blocks,
and each block is linked with the previous block in an encrypted form, all those blocks
form a series of records that represent the order of events within the network (all digital
transactions) [41].

Blockchain technology contributes to delivering significant benefits to energy
system operations and consumer systems. It provides neutrality, tamper-proof
transactions, and transparency. Researches, decision-makers, business players, and
utility companies are pursuing blockchain innovation in smart grids [42, 43].

Blockchain technology aims to protect all transaction information and prevent
it from being tampered with in the SG and this is the most important feature of its
multiple features [44]. The distributed energy resource scheduling mechanism (DERS)
builds a trustworthy platform based on blockchain technology. Here, all DERs
transactions are reliable and guaranteed because of the voting mechanism adopted in
the blockchain protocol. It involves verifying any transaction requires sending it to all
nodes in a peer-to-peer network to verify its authenticity by all the nodes that vote if a
transaction is true or false. Applying this in SGs makes the blockchain protocol a secure
way to provide integrity and validity of all transaction data in smart grid systems (AMI,
SCADA).

In [45], the authors proposed a protection framework that contains distributed
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private Blockchain for the smart grid to address different cyber-attacks (such as FDI
attack). In this approach, the SCADA grid purposes to collect, transmit, and store
measurements (voltage, current and reactive power flow) in real-time. They consider
that there is a communication path between each smart meter to achieve a P2P network
where within each meter is a basic storage information contains the public keys for all
nodes, and the node private key. A node private key is using for data encryption while
node public keys are being used for data decryption. The receiver node compares
between two message digests (message digestl, message digest2). The receiver
decrypts the digital signature of the message using the sender’s public key to get
message digestl. While the hashing value for the sender’s plaintext gives the message
digest2 (using hashing function such as SHA256 [46]). If message digestl equals
message digest2, the received measurements are successfully verified, otherwise, there
is data tampering.

In this approach, each node in the P2P network has one opportunity to check
the reliability of the data which is received and votes on its verification results. The
generation of a new block and adding it to the chain depends on the voting mechanism

and a threshold (t), is defined as below:
if % >t , the received data are successfully verified, and it can be added by a new
block in the chain. (1)
if % <t ,there is a data tampering, and it will be ignored
where, K denotes the most voted, t > 50 %.
The weaknesses of this approach is that if the credentials of employees,
producers, or consumers of a smart grid system are stolen or abused by an adversary, it

is very hard to detect him.

In [47], the authors proposed an approach that enables smart grid customers and
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users to monitor their energy use. This approach argues that in an SG, the users can get
the meter reading over the Internet, so it reduces data from an unauthorized user. They
developed a model based on Blockchain protocol to tackle these issues. They planned
a smart grid monitoring mechanism to secure data transmission between consumers and
utility companies. The proposed system model in their researches comprises many
layers. The user layer comprises all entities that get electricity from the utility company.
The user layer interacts with the registration and authentication layer directly in SG to
authorized registered users to be an entity in this system. Besides, it will process all the
information which sent to SG with the data processing layer.

Besides, the proposed approach relies on an automatic reporting mechanism for
any illegal actions implemented in the SG system and also launches a procedure to
prevent access to the SG systems automatically at the same time. Besides the above,
the illegal actions that have been flagged Reported using the corresponding user's
unique identifier is stored securely in a database. The authentication layer comprises
the authenticator and the register.

The weaknesses of this approach, although this approach prevents external
adversaries from accessing data without permission, it cannot prevent internal
adversaries.

In [48], Aitzhan and Svetinovic in this approach addressed the problem of
relying on a third party to provide the reliability of transactions in SGs where their
approach relies on providing reliability of SGs transactions without relying on a
reliable third party. This approach combined multiple signatures with Blockchain and
anonymous message flows for decentralized smart grids. They defined a transaction:

Tx = nVersion || viNum || vin || voutNum || vout || nLockTime

where, vin the input and vout the output, vinum the number of transactions input,
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voutNum the number of transaction output, nLockTime A timestamp for a transaction
before we included it in a block before we can replace it.

The validation process of a transaction involves using the Elliptic Curve Digital
Signature Algorithm (ECDSA) to generate public, and private key to sign a transaction
[49].

Whereas, the other peer-to-peer transaction signed allows verification that the
sender is someone claiming to have the codes they wish to send. Besides, using the
private portion of the ECDSA pair of keys (public and private key) as a digital
signature. An encrypted wallet stores the decrypted transactions. Whereas the public
key for key pairs is used to create an address that represents unique strings from 27 to
34 alphanumeric characters, e.g., 1G76f3EaJK43ALnMtgrfedceQypeLjRMKd. This
approach defines the generation of an address process:

Hash = RIPEMD-160 (SHA256(pubKey & rScript))
A pubkeyHash is a result of hashing the public key using SHA256 and then

RIPEMD160 (SHA256 is a one-way hash function)[50].

While, RIPEMD160 (RIPE Message Digest) is a hash function suitable for
applications where the longer hash result is very necessary. Hence, double hashing
process to check the reliability of the address by creating a title checksum and
appending it to the summary.

checksum = Truncate(SHA2562 (hash || 0x00))
In this case, the system forces all users to use a new address in every new transaction:
address = Base58(hash || 0x00 || checksum)

In this approach, the authors presented a practical and reliable method to provide

protection for all transactions of the decentralized power grid components from SG as
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this provided a high privacy and security mechanism.

Weakness in this approach, although this approach provides a higher level of
privacy and security against external attackers, it is difficult to prevent or detect internal
opponents.

2.2.3 Weighted Sum Method (WSM)

Current decision strategies mostly have one major component such as execution
time and traditional authentication mechanisms to give the impression that something
is not normal, or a node is unreliable. This is not enough to prevent internal adversaries.

WSM is a multi-criterion decision-making method in which there are multiple
criteria such as transaction duration and amount of energy consumption). Through this
strategy, we can build a decision based on many more effective data related to the
effectiveness of any node.

In [51], [52], the authors concluded that the Weighted Sum Model (WSM) [53],
is a successful method to provide a solution for multi-purpose optimization problems.
As in this approach, based on several goals, each node has a different weight, and this
weight allows each node to distinguish from the rest of the others. In this approach,
WSM gives each alternative A; a weight score (WSMscore). Selecting the best alternative
is by selecting the alternative that has the most WSM points (Ax WSM~score),

The higher score is the better alternative, according to the objectives
assumption. In this approach, the authors assumed that the objectives are negative, the
better alternative becomes the least valuable (least expensive in the case of calculating
the cost of materials). They perform the alternate normalization of a user-defined
biggest acceptance value of each criterion.

Besides, normalization of the user-specified maximum number of parameters
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adapts to another strategy called user-based decision [54]. The advantage of setting the
maximum acceptable for each target by the user is the possibility to consider
alternatives that violate these regulations to maintain the specified conditions [51].

Florian Helff and Laurent d'Orazio [51] described that environmental weights
are set by system users. These factors, for example, energy consumption, voltage,
current battery status. The user weight is related to the user historical behavior. For
example, the power consumption, number of inquiries, and execution time. An
alternative A; a weight score (WSMscore) is defined as follows:

A; WSM_Score — ;_L=1 ; fn_lj_ (1)
where, (w;j) denotes the weight of user and environment for objective j. aj; denotes a
corresponding parameter. And, 772/ denotes a maximum value for objective j which is

defined by the system users.

The best alternative is selecting the alternatives that has the most WSM points (Ax

wsM=sc ) equation is defined as follows:
WSM_S —mi ; 8l
As _Score —min 2;1:1 wj v (2

2.3 Conclusion
The above discussion on the related works suggest that although many relevant
research works such as reputations systems have been proposed on vehicular networks,
no recent work has been done on smart grids. As we have seen, there are many problems
in the previous studies and weaknesses, so we propose a new framework based on an
integration between the reputation system and the blockchain protocol to provide

integrity and security of messages in the SG to address different cyber-attacks. Our
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proposed research attempts to provide a simple concept about how to address identified
specific security concerns on smart grids using private blockchain and reputation
systems.

Finally, Blockchain technology provides reliability and tamper-proof
transactions between the different SGs components. Besides, the feature of using the
WSM is to define a classification process for nodes to (benign, malicious or semi
hones), and to provide a classification method for a transaction according to meters

weighted sums to (low, medium, and high).
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Chapter 3: The Proposed Solution for Security And Privacy Problems In SG

Chapter 3 is structured as follows: In Section I, the proposed scheme and
methodology has been shown. In Section Il, we have displayed the reputation score
system. Section Il covered the Weighted Sum Method (WSM), and the algorithm
which is used in this approach. In section IV, we have shown the private Blockchain
Protocol. Section V describes the generation of blocks and submission to chain in the
private Blockchain protocol. Section VI covers the generation of Blocks with reputation
scores values and submission to the chain. Finally, the conclusion is illustrated in
Section VII.

3.1 The Proposed Scheme

We divide this section into two subsections. The first subsection discusses an
overview of the proposed framework. Then the methodology is explained in the second
subsection.

3.1.1 Overview

To address the security issues of the smart grid, we present a framework that
uses the characteristics of reputation points and Blockchain technology. Reputation is
the general knowledge and combined opinion of a particular node. A Blockchain
protocol represents an encrypted secure distributed digital ledger across the (peer-to-
peer) p2p network of devices and systems [70].

In the proposed framework, we consider that there is a communication path
between smart meters to achieve a P2P network. Each meter has a basic storage
information containing its cryptographic private key, public keys for all nodes, and
reputation scores for all nodes. Besides, each smart meter in this network contains a
copy of the distributed ledger [70].

This involves using more space from the smart meter memory, and in to solve
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this issue we can use a floating genesis block to reduce the ledger size [75]. A
distributed ledger contains a list that includes all transactions between the smart meters.
These stored transactions are essential to return to that data when necessary. Each node

(smart meter/substation) knows which other nodes made which transactions.

3.1.2 Methodology

An abstract diagram of the proposed work is shown in Figure 4. Assume that an
employee E wants to get a smart system S services. In this case, E must register his
information with the Control Authority (CA) to obtain the credentials C. E can log into
S easily by using C. If E has just been registered, the CA gives it a default value (Py )
which should be more than the reputation score threshold (R threshold). After the
authentication process, S sends a request R to the reputation score system to get a
response/feedback containing a reputation score value RS; (more details are shown in
this section part C). If the value RS; is greater than a threshold, S grants E permissions.
Otherwise, when the RS; value is smaller than a threshold, S prevents E from damaging
the smart grid by using the stolen credentials, as shown in Figure 4 (a). System S knows
the credentials C have been stolen and it depends on E's behavior (multiple criteria-as
it shown in Section I11).

After obtaining the permissions, E can use the services of the smart grid system
S and can make a transaction Txn (for example, a request for power supply). RS; must
be added in each transaction to achieve more integrity of messages (Msg), see Figure
4.(b).

Then the Blockchain consensus algorithm in CA distributes Txn to all nodes to
get feedback for voting. In each node, there is a pool of valid transactions (Ledger

copy). Each node N in the Blockchain network verifies the integrity of the received
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Txn and votes on its verification results using the sender’s public key (Senderpubiic_key).
Each meter has basic storage information containing the node’s private key, public keys
for all nodes, reputation values for all nodes [71]. We can protect the basic storage
information by storing this information in local Blockchain and in case of any new
update, a new block, in this case, will be added to this chain. These stored values are
necessary for double verification of each transaction. This dual process relies on
checking the sender's signature with his public key and checking his reputation as
depicted in Figure 4(c). We will discuss it in more detail in the latter subsections.

The CA verifies the transaction validity according to the feedback of all the
nodes based on a voting threshold z e [50% -100%] [72]. When the voting condition is
achieved, the transaction is added in a block to the chain. In this case, the sender node

is classified as a penguin node, not as a malicious one, Figure 4(d).
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3.2 Reputation Score System

This section is divided into five subsections. First, the collection module is
discussed. The calculation module is explained in the next subsection. Then an update
module is illustrated, as shown in Figure 5. Afterward, the weighted sum method is
explained. Algorithm 1 is explained in the final subsection and its purpose is to calculate
the reputation score of a smart meter. Reputation score is as the faith of a device or user
about other devices and users, and more clearly a reputation score is defined as the
user's credibility [73]. Besides, the reputation scores are frequently updated, but old

values are not erased or reset [74].
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3.2.1 Collection Module

This is the first module in the reputation system. It collects all messages

received from smart meters. When an employee E wants to log into a smart system S,

S sends a request R to a reputation score system to get a response/feedback. All received

requests are stored in this module.

3.2.2 Calculation Module

The next step is that the calculation module calculates a reputation score value for

a smart meter using certain algorithm which we will discuss it in more detail in

subsection 5. The reputation score (RSi) is a value that is not known to adversaries or

users. This value is an anonymous value for adversaries and regular users because the

process of calculating it depends on (Algorithm1). Besides, this algorithm uses many

anonymous variables for adversaries and regular users, such as:

1.

2.

The smart meters number (N).

The previous reputation score of the smart meter - the historical value (HRSI).
Transaction duration (TXn duration). The duration value is used to know the time
taken for a message to reach a control authority and this value is an important
indicator of abnormal behavior.

Weighted sum (W) of a smart meter (ni) where this value is calculated by the
Weighted Sum Method (WSM) [75]. We will discuss it in more detail in

subsection 4.

3.2.3 Updating Module

This module updates the new value of reputation score (RSi®*Y) in the database

(basic storage information), this value is the result of the calculation module.
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3.3 Weighted Sum Method Multi Criteria Decision Making
This method will use multiple criteria (such as transaction duration, amount of
energy consumption...etc) and we must determine the value of a node weighted sum
based on multiple criteria effects [75].
We explain the Weighted Sum Method (WSM) with an example. Assume that we have
5 smart meters and we want to calculate the weighted sum of each one. Table 3 is a
simple dataset consisting of 5 smart meters with criteria:

1. The number of failed attempts to enter the system (Wrongiogin).

2. The amount of energy a node consumes every month (Energy Consumption).

3. Transaction duration (Txn Duration), when a message is late, this unusual delay
causes a lot of suspicion.

4. And, the most important criterion is a message effect (Msgettect). VWhen a meter
sends a request to supply power within the permissible limits, the effect of the
transaction is considered normal. On the other hand, if a meter asking to supply
a value greater than the permissible limits, it draws attention that something is

wrong. The message effect equation is defined as follows:

__ Erequired

MsQeftect = ————— (2)

E Max

Where E required iS the energy required in a transaction. E max is the maximum energy
allowed.

Assume that an employee E obtains the permissions and he wants to send a transaction
asking to supply 750 gas (in the Ethereum gas is a measurement unit used for assigning
energy assigned in each transaction), while the maximum allowable amount of gas is

1000 gas per a transaction, then:

MsS(Qefect = % =0.75

Where, we consider the natural energy boundary between [0-500] gas.
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In this case all the expected values for Msgefrect € [0 ...1]), because the

E required € [0...1000]).

Table 3. Sample.

Meter ~ Wrong login  Energy-Consumption Txn-Duration MsQ effect
Meterl 1 2.7 KW 10ms 0.17
Meter2 3 3.7 KW 15ms 0.34
Meter3 4 5.7 KW 13ms 0.49
Meter4 2 12.7 KW 20ms 0.91
Meter5 1 5.7 KW 18ms 0.58

Consider the Criteria weights assumed by the control authority (CA) as follows: Wiogin
= 20%; Consumption = 10%; Tx,- Duration = 15%; MsQeffect = 55%.
Assume that the (w;) denotes the weight of a criterion (C;) and (ajj) is the performance
value of the criterion. Then, the total weighted sum for a smart node (Node weighted_sum),
is defined as follows [75]:
Node weighted_sum = Xj=1  (Wj Xai)) @)
Positive ,if Msg ef fect € [0...0.5])

Msg effect = (4)
Negative ,if Msg effect €]0.5...1])

Equation. 4 considers that if the value of the required energy in the meter falls within
the abnormal limits [500-1000]gas, then this is an indication of abnormal behavior and
this increases the value of a smart meter weighted sum.

Note that when the criteria of node values increase (transaction duration, power
consumption, and Msgefrect), this gives signs of something abnormal, while small and

medium values will not result in suspicion. Increasing criteria values lead to an increase
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in the total weighted sum for a meter (Eq. 3). In this case, this leads to a decrease in the
reputation value of the meter (Algorithm1). After applying Eq. 3 to Table. 3 we get
weighted sums for each meter as shown in Table 4. For example, the weighted sum
calculation process for the meters (1 and 5), is defined as follows:
Nodelweighted sum = 0.2 x1 + 0.1x 2.7 +0.15%10 +0.55 %0.17=2.06.

NodeSweighted sum = 0.2 X1 + 0.1x 5.7 +0.15%18 +0.55 %0.58=3.78.

Table 4. The weighted sum for each meter.

Meter ~ Wlogin ~ Consumption  Txn-Duration ~ Msg effect ~ Weighted sum

Meterl 1x0.2 2.7x0.1 10x0.15 0.17x0.55 2.06 %
Meter2  3x0.2 3.7x0.1 15x0.15 0.34x0.55 3.4%
Meter3 4x0.2 5.7x0.1 13x0.15 0.49x0.55 3.58 %
Meterd  2x0.2 12.7x0.1 20x0.15 0.91x0.55 5.17 %
Meter5 1x0.2 5.7x0.1 18x0.15 0.58x0.55 3.78%

3.4 Algorithm 1
The purpose of this algorithm is to calculate a new reputation score value for a

smart meter. The algorithm executes inside CA in the reputation system/calculation
module, see Figure 5.(2). The steps of this algorithm are defined as follows:
Step 1: Message Score DC represent the level of message points that increases or
decreases depending on the weight of the node. Let (DC) be the message degree score,
that it is defined as follows:

DC=wixN (5)

Where (w; ) the node weighted.

N represents the total number of nodes in smart grid.
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Step 2: We consider that the messages are classified according to meters weighted
sums to low, medium, and high.

(wl)low, if wie[0..5]

MSQ classification =3 (W2)medium, if wi =5 (6)
(w3)high,if wie]5...10]
Where, (w1 < w2 <wsze [0 ...10]).
The evaluation score value (ES), is defined as follows :
ES=ni* ul + ny*u2 + nz*u3 @)

ny is the number of smart meters by if their weighted sum wi e low, n2 is the number
of smart meters if their weighted sum wi e medium, and ngz is the number of nodes that

their weighted sum wi € high. Besides, the smart meters number of nodes by N, N=n1

+n2+n3,ul +u2+u3=1andul,u2.u3 £/0..1)).

Step 3 and Step 4: let the (HRSI) is a historical reputation score (HRSi=RSi), then the

new reputation score value (RSi**?) is defined as follows:

HRSi + (b ES + y * DS),if wi€[0...5]

R3i<t+l):{
HRSi — (b* ES + y * DS),if wi€]5..10] (8)

Where, b,y € [0 ... 1] We consider it as random numbers, b+y=1.

If RSi™Y value is less than a specific threshold (R treshold), then the powers are removing
from a user as shown in Figure. 4.

Then the classification process for nodes to (benign, malicious or semi honest), is
defined as follows:

Benign, if RSi > R threshold
Node cassification =< Malicious, if RSi < R threshold 9
Semi Honest,if RSi = R threshold
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Assume that the reputation threshold (R treshoia =750), then we consider a node (ni) as
malicious node if its reputation score (RS <750), Eq. 9. Otherwise, it will be benign if

(RS; >750) or semi honest if (RSi =750).

Algorithm1: Reputation Score Calculation Algorithm.

The Input:

The reputation scores of nj (the i — th meter)

Il A={ni | I =1......N} list of the meters

Il RSi={i=1.......... N} list of meters reputation scores
Output:

//The new reputation scores RSi®*% of n;
While (current time(t) — time stamp(tt)< tinreshold) dO

1- Calculate the degree score
DC=N * wi

2- Calculate the evaluation Score
ES=nl* ul + n2*u2 + n3*u3

N=nl+n2 +n3,ul + u2 +u3 =1and ul, u2. u3 £/0...1)).
Get the historical reputation score (RS) : HRSIi=RSi

3- Calculate the final reputation score RSi**?
If (wi €[0...0.5])

RSi®™Y = HRSi + (b* ES + y * DS).
If (wi €]0.5...1])

RSi®™*D = HRSi - (b* ES + y * DS).
/lb+y=1,1> b >0, 1>y>0.

4- End.
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3.5 Blockchain Protocol

In this section, we explain how the blockchain architecture controls the smart
grid nodes. This architecture is a special case of distributed control architecture and is
considered as a private blockchain [70].

In this framework, there is a communication channel between the nodes in order
to realize a distributed p2p (peer-to-peer) network (See Figure. 3). In each node, its
encryption private key is stored along with a list of all public keys corresponding to all
other nodes and a list of reputation score values corresponding to all other nodes [70].
All transactions are first stored in the ledger that is located in the control authority (CA).
Besides, in each node, there is a copy of the distributed ledger because the copies of
this ledger are distributed to each corresponding smart meter memory (data broadcast)

in the grid.

Blockchain Node

Blockchain Node

Blockchain Node

RRRRG

Public Keys Private Key eputation

for All Meters for its Own Blocks Score for Al
Meters

Basic Stored Information

Figure 6. Distributed Blockchain database.
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3.6 Generation of Blocks and Submission to The Chain

This section explains the steps of generating a new block step by step until the
submission of it to the private Blockchain. At first, each smart meter in the smart grid
has many sensors. These sensors are responsible for collecting many
measurements (Mi) such as the current and voltage. These measurements (Mi) are
submitted through a transaction (Txn) to the control authority to create new updates in
the chain.
Each transaction (Txn), has the following parameters: (Transaction identifier (Txnig),
data content (measurements (Mi)), previous hash (PH), transaction duration (Tq) ,
current hash (H), and nonce. Each transaction is defined as follows:

Txn= Txnig + Mi + PH + Tq+H + nonce (10)

Let H(Txn) be the transaction hashed to obtain the message digest (Md1), that is defined

as follows:

Md; = H(TXn) (11)
We denoted the one-way hash function by H(such as SHA256) [34].

Let (Dsmsg) be the digital signature for the transmitted data. This digital signature is the
process of hashing the original message (Md.) encrypted with the private key of the
node (Node_private_key) [39]. The digital signature is defined as follows:

DS msg—E Node_private_key (H(TXn) ) (12)

Where, E is an encryption method such the Advanced Encryption

Standard(AES) or the TripleDES.

In this case, the transmitted message (Msg) contains the transaction attributes (Txn) and

its digital signature (DSwmsg). The transmitted (Msg) is defined as follows (See Figure.
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7):

Msg = { Txn , DSwmsg) } (13)
Transferred
Data
Hash }= ﬁ
PlainText

8cftO32..... fgrsdf

Message Digest

v
Q Private Key

Encrypt

Figure 7.Transferred data (encryption process).

Pa

Signature

When a message (Msg) is received in the CA, it verifies the message validity

according to the feedback of all nodes based on a threshold z €[50%.. 100%] where the

consensus algorithm in CA distributes the transaction to all nodes to get feedback for

voting (see Figure. 8).
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A transaction Data is Packaged The Block
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Consensus
and approval The blockis The update
by network added to the chain is distributed

Figure 8. Broadcast and consensus algorithm.

After broadcast the message (Msg) to all the nodes in the smart grid, each node
verifies the integrity of the Msg using the sender public key (Senderpubiic_key). Each node
makes this verification process to ensure that the transaction is correct, and there is no

tampering of the transmitted data. The steps are as follows according to Fig. 6:

Mdsz = H(Txn) (14)
Md2 = Dpubiic_key1(DS msg) (15)

Finally, each node compares between two digits (Md1, Md.) if the two digits are equal,
then the transmitted message is correct, and there is no tampering of the transmitted
message. Otherwise, it is assumed that the transmitted data is tampered (FDIA), as

shown in Figure 9.

Verfiy, Md; =Md; (16)
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Received Data
Message Digest1

8cft032.....fgrsdf Hash }« B

PlainText
Yes No
7 |
8cft032.... fgrsdf a‘ /7
Public Key
Message Digest2 Decypt Signature

Figure 9. Transaction verification (decyption process).

When the voting condition (50% < 7 < 100%) is achieved the transaction is
added in a block to the chain. The consensus algorithm gives each transaction approval,
or rejection depending on a previous voting condition (z) [72]. Via the voting
mechanism, the new block will be added to the chain and the distributed updates are

done, otherwise the transaction is ignored and canceled then when (t < 50%).

3.7 Generation of Blocks With Reputation Scores and Submission to The Chain
Here, we discuss the use of the reputation score system besides the previous
blockchain framework. In this case, each transaction contains all the previous attributes
according to Eq. 10, and the node reputation score value (RSi) is added as an extra
attribute. All the steps in this scenario in the sender node is defined as follows, Figure.

10:

TXN with reputation score = TXNig + Mi + PH + T4 + nonce + RS; a7)

Md; = H(Txn with reputation score) (18)

DS msg=E Node_private_key (H(TXN with reputation score) ) (19)
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Msg = { TXN with reputation score , DSmsg) } (20)

Transferred Data

= 5 [

PlainText Reputation
| 8cft032.....fgrsdf | Score

Message Digest l

Private Key

Encrypt Signature

Figure 10. Transferred data (encryption process with reputation score).

After the message (Msg) is broadcast to all nodes in the smart grid, all the steps in this

scenario in the received node are defined as follows according to Figure. 11:

Md1 = H(TXN with reputation score) (21)
Md2 = Dpubic_key1(DS msg) (22)

Finally, each node compares between two digits (Mdy, Md>) if the two digits are equal
or not. Besides, each node also compares between the received reputation score in the
transaction (RSi) and the reputation score value that is stored in a meter’s memory
(HRSI), where each node stores a list of reputation score values corresponding to all

other nodes,_as it is shown in Figure. 11:

Verfiy, Md; =Mdz and RSj= HRS; (23)
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In the proposed scenario, when the Eq. 23 is computed, then the transmitted data is

correct and there is no tampering of the transmitted data. Otherwise, there is a tampering

of the transmitted data (FDIA).

Message Digest1

Transferred Data

Current Reputation

8cft032....fgrsdi

8cft032.... fgrsdf

Message Digest2

Score
Y N
U No Yes
PlainText Reputation
Score
Historical
Reputation Score
|
-1
Public Key
Decrypt Signature BasicStored

Information

Figure 11. Transaction verification (decryption process with RSi).

The consensus algorithm in this scenario is the same as the previous scenario.

It means that the reputation score value is added to each node and in each transaction

between the nodes, Figure 12.
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Figure 12. BlockChain and reputation score flow diagram.

3.8 Conclusion

The new proposed framework relies on integration between the reputation
system, the Blockchain protocol, and the weighted sums methods to provide integrity
and security of messages in the smart grid. However, this framework requires the
provision of mathematical evidence to support this proposal to study the feasibility and
know the improvements introduced by this proposed framework (Chapter 4 explains
this more). It also requires a simulation of the smart grid system and applying this
framework to it in order to draw conclusions and know the effectiveness of these results

and their possibility of later application to real systems (Chapter 5).

47



CHAPTER 4: THE PERFORMANCE ANALYSES AND EVALUATION

This chapter has been divided as follows: In Section I, the brief description and
the general overview has been shown. In Section Il, we have displayed the scenario 1,
which is a traditional scenario where the smart grid uses only the authentication process
as the main protection method. Section 1l covers the scenario 2 where the smart grid
uses both of the authentication process as the main protection method and the
Blockchain Technology to secure transactions in the P2P network). The section 1V
illustrates the scenario 3 where the smart grid uses both of the previous technologies
(authentication process as the main protection method, the Blockchain technology, and
the reputation score values) which is used in this approach. Finally, we have concluded

Chapter 4 in Section V.

4.1 Overview

In this section, we offer a set of practical recommendations based on a mathematical
foundation on when the people should apply the above scenarios to smart grids in order
to deal with various attacks.

In each of the three scenarios (that was mentioned in the introduction), an adversary
X can exploit one or more vulnerabilities V in three layers of a smart grid (sensing,
communication, and control layer). Some of these vulnerabilities include replacing
packets in communication channels (v1) in the communication layer, interrupting the
operation mode computation (v2) in the control layer, compromise meter/sensor
readings (v3) in the sensing layers.

Thus, the mathematical equation of the probability of a successful attack against a

smart grid (P successful-attack) 1S defined as follows, [70]:
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P successful-attack = 1- [P(v1)xP(v2)xP(v3)]. (24)
Where, P(vl) indicates the probability of successful exploitation of vulnerabilities in
the communication layer, P(v2) indicates the probability of successful exploitation of
vulnerabilities in the control layer, and P(v3) indicates the probability of successful
exploitation of vulnerabilities in the sensing layer.

In this approach, we consider that we have a group of nodes (N) in the smart
grid and we want to focus on the probability of success of any cyber-attack on (n) nodes
in the smart grid where n <N.

4.2 First Scenario
This is a traditional scenario where the smart grid uses only the authentication

process as the main protection method.

Table 5. Successful attacking capability and probability comparison.

Item Scenariol Scenario?2

Data before sent inthe ~ Capability Hack into n Hack into n smart meters:

smart meters Gain n pairs of keys info
sensing Layer 1 n n
Probability ;™ _1_[ Ti % 1_[ &
- ﬂ i 31 2
3 =1 =1
i=1
Data during Capability  Hack nchannel  Hack into K channel: Gain n

pairs of keys info
transmission in the

Probability 1 n k n

communication layer — 1_[ ni 1 _. =
3 ' § nt X El
=1 i=1 i=1
Data after it is received  Capability = Hack into Hack into K meters: Gain n
in the control layer control authority  pairs of keys info
(CA)
Probability

| 0
i=1 1

i=
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Table. 5 represents the traditional case where there are no data protection
mechanisms in this scenario just a traditional authentication mechanism [72].
Let (Pal) be the possibility of attacking data on n smart meters in the sensing layer

before transmitting, then it is defined as follows:

Pal=Pasenarior(sensing layer) =1/3(A1* 12* A3..... An) =

n
WP 24
§H i 24)
=1

where we denote to the probability of attackers to hack n meters in the sensing layer as

(1, A2y A3 Ao AN), 0<Ai <1, i=1,2....1,....N.

Let Pa2 be the probability of attacking data on n channels in the communication layer,

then it is defined as follows:

Pa2=Pasenarior(communication layer) =1/3(n1*n2*ns..... nn)=

n
L :
31 ni (25)
i=1

Where, we denote the probability of attackers to hack n channels as (31, 52, . . ., nn....

nN), 0<ni <1,i=12....,n...N.

Let Pa3 be the probability of attacking data on the control authority in the control layer,

then it is defined as follows:

Pa3=Pasrariot(control layer) = 13 (26)

Where, p is the probability for attackers to hack data into control authority, 0< u <I.
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Finally, the total overall probability of successfully attack in the first scenario:

P first scenario= 1/3 (Pal + Pa2 + Pa3) =

%(ﬁu + ﬁr]i +u ) (27)

4.3 Second Scenario
This scenario where the smart grid uses both of the authentication process as
the main protection method and the Blockchain Technology. Table. 5 shows the second
case where there is a data protection mechanisms using blockchain technology, and two
pairs of keys that are using for encryption data before transmission of data. Let Pb1 be
the probability of attacking data on n smart meters in the sensing layer before
transmitting, then it is defined as follows:

Pb1=Pbsenarioz(sensing layer) = 1/3(A1*A2*A3....An).(E1* E2*E3 *..... &) =

Where, we denote the probability of attackers to hack n meters as (A1, A2, A3....An ... 1

N, 0<Ai <1,i=12..n..N.

While, the probability of attackers to steal a node’s pair of keys as ( €1, £2, €3 ,...

én..éN), 0<én <1,i=1,2..,n..N.

Let Pb2 be the probability of attacking data on k channels in the communication layer

(scenario2), then it is defined as follows:
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Pb2=Pbsenarioz(Ccommunication layer) =

n

[ﬁmﬂqé (29)
i=1

i=1

W]l =

Where, we denoted the probability of attackers to hack K channel as (71, 72, ..... 7 K),

0<fqk<1I, i=12,.K ,where K isthe number of communication channels:
K = ceil[t - N(N —1)/2], © voting threshold (50% < t < 100%).

While, the probability of attackers to steal a node’s pair of keys as ( &1, &2, &3 ...

fh“.fN),()féfh <1, i=12.,n..N.

Let Pb3 be the probability of attacking data on K node on the control authority in the

control layer (scenario2), then it is defined as follows:

Pb3=PDbsenario2(control layer) =

%Gﬁmxfﬁg (30)

i=1 i=1
Where, we denoted the probability of attackers to hack K node before verification as
M1, 72, ..... nk), 0<1 k<1, i=1,2,.K where the number of nodes is: K = ceil(z - N),

7 is the voting threshold (50% < 7 < 100%,).

where, the probability of attackers to steal a node’s pair of keys as ( &1, &2, &3 ...

En..én), 0<& <1, i=12..n...N.

Finally, the total overall probability of successfully attack in the second scenario is

defined as follows:
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P second scenario = 1/3 (Pb1 + Pb2 + Pb3)=

31 ﬁ/f xﬁf_+ ﬁﬁ xﬁ§+ﬁﬁ xﬁf_‘ (31)
i=1 i=1 i=1 i=1 i=1 i=1

4.4 Third Scenario
This scenario is the proposed framework where the smart grid uses both of the
previous technologies (authentication process as the main protection method and the

Blockchain Technology) and the reputation score values.

Table 6. Successful attacking probability in the proposed framework.

Item Scenario3
Data before sent in the  Capability Hack into n smart meters :Gain n pairs of
keys info and reputation score value
sensing Layer RS.
Probability
n n n
1 - — —
S ] o] ]
) - i=1 _  i=1 i=1
Data during Capability Hack into K channel :Gain n pairs of
keys info and n reputation score info
transmission in the Probability RS.
communication layer 1 k n n
(L] Jax] s
i=1 i=1 i=1
Data after it is Capability Hack into K meters :Gain n pairs of keys
received in the control info
layer and n reputation score info RS.

Probability

(o] )
i=1 i=1 1

i=
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Table. 6 shows the proposed framework. Our contribution to this new
framework is that we use the reputation score value in addition to all the previous
protection techniques to increase reliability and security mechanisms. In this case, let
(Pcl) be the probability of attacking data on n meters in the sensing layer before

transmitting (Scenario 3), then (Pcl) is defined as follows:

Pcl=Pcsenarioz(sensing layer) =

%lljiixljaxlji (32)

Where, we denote the probability of attackers to steal each node’s reputation score

value as (51,5 2,53,... Sn...Sn), 0<Sn <1, i=12..,n...N.

Let Pc2 be the probability of attacking data on K channels in the communication layer

(Scenario3), then it is defined as: Pc2=PCsenarica(COmMmunication layer) =

- ﬁﬁixﬁéxﬁsﬁ 33)
i=1 i=1 1

i=

Where in each transaction we will use a node’s reputation value.

Let Pc3 be the probability of attackers to hack K nodes on the control authority in the

control layer (Scenario3), then PC3 is defined as follows:

Pc3=Pcsenarioz(control layer) =

%(ﬁﬁi xﬁéx 1_[57) 34)

Finally, The total overall probability of successfully attack in the Scenario3 (proposed

framework):
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P Third scenario = 1/3 (PCl + Pc2 + PC3) =

1 n n n 1 k n n
§ﬂ)uxl_[$zx1_[$_1 +3 Hﬁlx ax| |S
i=1 i=1 i=1 i=1 i=1 i=1

n n
+ —(nﬁlx .s‘lxl_[i) (35)
i=1 i=1 i=1
Conclusion

Here, we introduce mathematical analyzes of three different scenarios to obtain
useful equations that can be used in simulations for smart grids. These mathematical
equations represent a useful way to produce 3 units. In the next chapter, we use these

equations in the IEEE 118 benchmark to extract knowledge from the results.
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CHAPTER 5: CASE STUDY AND RESULTS

At first before going into details of the results, here a brief description of the
summary of the findings, to show how all these protect SG from FDI attacks.
Mathematical proof in the proposed approach proves based on probabilities that this
approach using blockchain technology and reputation system will reduce the
probability of any cyberattack, whether that attack is external or internal.

The external attacker must get the system user's credentials to get the
permissions. Hence, when he gets these credentials, he becomes an insider attacker who
can use a user's private encryption keys (private key and public key). Here, reputation
score value is a hindrance to him, as this value must be known to him to be able to carry
out the FDI attack, and impossible because the reputation score value depends on many
parameters that change every period. All this increases the complexity of carrying out
any external or internal attack and thus reduces the likelihood of the attack succeeding
as has been demonstrated mathematically and it will be provided in practice by

simulation software.

The rest of this section consists of the following parts: The first section describes
the reference system used to study the various scenarios of any cyberattack, and this
reference is the IEEE-118 standard. The second section presents the results of the

mathematical foundation and the results of the practical simulations.

5.1 Case Study — IEEE 118 Benchmark
The IEEE-118 benchmark is considered as a reference system used to study various
scenarios of any cyberattack, in which case, we use this framework to study and

compare the results of using 3 different scenarios. This benchmark consists of 54
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generators, 118 nodes (each node collects many measurements as current, power flow,
and voltage). 186 branches (collects line status as a digital information

OPEN/CLOSED), at the end of the line in each branch there are two meters.

We now have three mathematical equations (27, 31 and 35); each equation
representing the probability of a cyberattack in three layers (sensing, communication,
and control layer) of different scenarios (1, 2, 3). We denote these probabilities as
follows: Pa, Pb, Pc. Using Matlab on the personal device, those default values (in
IEEE-188 benchmark) were adopted in previous mathematical equations to extract the
results, as we applied several nodes (representing smart nodes in the large network)

ranging from 1 to 676.

5.2 The Results
Analysis and discussions of the results are provided in this subsection. Initially,
results for mathematical foundation are presented with Matlab. Second, the practical

application results of our simulation with Node.js are presented step-by-step.

5.2.1 Mathematical Foundation Results
Scenario 1, in this scenario, the total numbers of the sensors that are responsible

for gathering the information are defined as follows:

Total _Sensorsscenarior = the sensors number in the nodes + the sensors number in the
branches + the sensors number in end of each line = 118 + 186 + 186 *2=676.

The total number of communication channels between the nodes and control authority
is equal 676:

Total_ChannelSscenarior =676

Where we assume that the probability of a successful attack on a control center database
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in scenario 1 is 0.001, and the range of n is between these boundaries [1...676]. Hence,

we can write Eq.(27) as :

Pa=2 (x" + x™ +0.001) = ; (22" +0.001) (36)

Scenario 2, in this scenario, the total number of the sensors (the same as in
scenariol) is:

Total_Sensorsscenarioo = 118 + 186 + 186 *2=676.

The number of communication channels between the nodes and control authority, in
this case, is defined as follows:

Total_Channelsscenario2 =N(N-1)/2 = 676(676-1)/2=228,150.

If the voting threshold 7 is set to a random value more than 50% (we assume that 7 =
51%. Then:

K = ceil[51% x 676] = 345

and K = ceil[51% x 676 x(676 — 1)/2] = 116, 357

Hence, we can write Eq.(31) as follows :

Pb:§ (X x™ + x™, x116357 4 yn 345) _ % (x™ + x116357 4 x345)  (37)

Scenario 3 (the new proposed framework ): In this scenario, as we mentioned before
that we added a reputation score value that an adversary may guess. It is in three layers
(sensing, communication, and control layer) to obtain a successful attack. Hence, we
can write Eq.(35) as :

Pc = % (™ x™ x™ 4 x™ x™ x 116357 4 x M xT x345) = % (x™ 4 x 116357 4
x34%)  (38)

In the previous three mathematical equations (36,37,38), we consider that:
x=2i=Ai=ni=7i=E& =Si in[0.9,0.999],and nin[1,11,21,31.....676]. Then we get

the following results:
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Figure. 13 shows the successful attacking probability and overall probability in the first
scenario(1).

Where we note (for example) that when the number of smart meters equals n = 11 and
the successful attack probability is (x = 0.9), the result of the total probability is (Pa =
0.2)

Scenario 1 - Traditional case
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X, Successful Attacking Probability

Figure.13. This is a traditional scenario where smart grids use only authentication as

the main protection methods.

Figure.14 shows the successful attacking probability and overall probability in the
second scenario (2), this scenario is the implementation of Blockchain technology to
smart grids. Where we note (for example) that when the number of smart meters equals
n =11 and the successful attack probability is (x = 0.9), the result of the total probability
is (Pb = 0.78). This is an indication that the results of the second scenario are much

better than the first scenario.
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Figure. 14. Scenario 2, the implementation of Blockchain technology to SGs.
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Figure.15 shows the successful attacking probability and overall probability in the

proposed framework.
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Figure.15. Scenario 3, this scenario is a combined implementation of both, Blockchain

and the reputation score to smart grids.
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Figure.16 shows the comparison of a successful attacking probability and
overall probability in three scenarios when the number of smart meters equals n = 11.
This is an indication that the results of the proposed scheme are much better than the

first and the second scenarios.

Comparison between different 3 scenarios
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X, Success Attacking Probability

Figure.16 The comparison of a successful attacking probability and overall

probability in three scenarios (n=11).

5.2.2Simulation Results
In this framework we use Node.js for the implementation by generation virtual
smart meters in [0...40]. We consider that the CA is the server that can response events
(index.js) and analyze them (performance evaluation) to make the right classification
for smart meters. We are running a simulation of the Qatari electricity transmission

network as shown in Figure. 17, and Figure. 18 (Figure. 17 represents the nationality
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electricity transmission grid in Qatar).

QATAR

Figure. 17. Power Grid in Qatar.

The following picture (Figure. 18) illustrates a simulated map of Qatar's electricity
grid structure. We used a simulation library (simulator.js) which uses geo-values for
data based on the default geolocation for each power subsection, where it is an

expressive simulation of the reality.
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Figure 18. Simulation map of Qatar's power grid.

In this framework, Gas is a measurement which is using in Solidity). Besides,

we depend on using the Ganache tool which quickly provides a private.

Since the major programming language used is JavaScript, the Node.js platform
is used for the execution. The simulation process for a smart grid gives us excellent

results that support mathematical proof (see Figure. 24).

Figure. 19 shows the results of the Weighted Sum Method (WSM) when
applying this method to a simple database presented earlier in Table 3. This method is
a suitable option that depends on many factors related to the node behavior, as explained
earlier. We can see the result of applying this to five different nodes to get the weight

of each node.
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WSMjs @ M

D: > WSMjs > @ wsm

6 this.msg=msg;
7 this.wLogin=wLogin;
8

this.consumption=consumption;

9 this.TxDuration=TxDuration;
10 msgEffect=msg/1600;
11 WSM= this.wlLogin *©.2 + this.consumption*©.1 + this.TxDuration*6.15 +
12 this.msgEffect*@.55;
13 return WSM;
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Figure 19. Weighted Sum Method simulation results.

The results of the simulation are shown in Figure 20, it introduce the
classification process for smart meters to (benign, malicious, or semi hones). This is

done by applying the previous simulation (Node.js) on 40 virtual nodes.

Nodes Classification (benign, malicious or semi honest )

15

Dll.ll B |

10 Nodes 20 Nodes 30 Nodes 40 Nodes

Number of Smart Meters

mBenigun M Malicious ® Semi Honest

Figure.20 Nodes classifications (benign, malicious and semi hones nodes).
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This facilitates the detection process of malicious nodes and make an
appropriate classification for these nodes. Assume that an adversary X could log into
the smart grid system S, then he is trying to send FDIA (wrong measurement) such as
asking to obtain unnormal gas value (for example X send a transaction asking for

supplying 880 gas), as shown in the Figure. 21.

Grid With Edges Simulation
Basic Demo: Smart Grids in Doha Qatar
update 1
lat: 25.2114170
lon: 51.5865030

Figure 21. An adversary FDIA request.

On the server-side, the control authority (CA) analyzes the sender transaction. The

reputation score system calculates the reputation value for this node(smart meter) using
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Algorithm1 (in the calculation module). We consider that the default reputation score

= 755, the reputation score threshold = 750 when the transaction value is 880 gas then
we can see the results in Figure. 21. After the implementation as shown in Figure. 22,
the new reputation score value equals 747.54, so we consider this node (smart meter)
as a malicious node because the smart meter reputation score value less than the

threshold (747.54<750).

)O File Edit Selection View Go Run - ReputationScoreMethod.js - SmartGrids - Visual Studio C...  — X

ReputationScoreMethod js X @
D: > ReputationScoreMethod.js 7 ...

26 » class ReputationScore { -

95 ¥

96  temp = new ReputationScore(880 ,750 ,new Date().getTime(),10,10,755);
97  var theNewReputationScore=temp.ReputationCalculationModule();

98  var thresholdvValue=temp.getThresholdvalue();

99  var theHistoricalvalue=temp.getHistoricalvalue();
100 if (theNewReputationScore > thresholdvalue){
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ELE (1R
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|The amount of energy required: 880 gas

The node weigthed Sum : ©.5154

The node degree score : 5.154

The node evaluation score : 2.3

The node historical reputation score equal= 755

The new reputation score equal= 747.546

The node classifiction type: This is Malicious Node

PSD:\ |

Ln 96, Col 31 (3 selected) Spaces:2 UTF-8 CRLF JavaScript & Q)

Figure 22. The Implementation results (malicious node).

Figure. 23 shows the results when the node transaction value equals to 150 gas
(normal value). The implementation shows that the new reputation score value equals
to 762.05, so we consider this node(smart meter) as a benign node because the smart

meter reputation score value more than the threshold (762.05 > 750).
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99  var theHistoricalValue=temp.getHistoricalValue();
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Figure 23. The implementation results(benign node).

Figure. 24 shows the new block generation process when a smart meter reputation

score more than a threshold (RS Threshoid = 750 as a default value).

EventDesc: [],
Speed: []

Blockchain {
chain: [
Block {
previousHash: ‘@',
timestamp: 1483228800000,
transactions: [],
nonce: @,
hash: 'cdle9d2es8defassd3e323758f9d59ed4fdc19e2292203cf18a9c3412c@32e182"
s
Block {
previousHash: 'cdle9d208defas58d3e32375879d59ed4fdc19e229220@3cf18a9c3412c032e182",
timestamp: 1602013124750,
transactions: [Array],
nonce: @,
hash: 'df7ed4fdee205fd6f537bbf25cc3a33fed9e7dfa6e3cb532cb989b5d48a3d821"
s

1

Figure 24. New block generation.



Figure. 25 illustrates the number of adversaries and success rate in two
scenarios. The first case, without using both Blockchain and the Reputation score, and

the second case using our proposed approach.

Number Of attackers and success rate in two cases (with/without
Reputation Score)
100
90
80
w
o 70
3
£ 60
c
g 50
fie]
g a0
=
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ﬁ 30
20
o [ |
Testl Test2 Test3 Test4
W Without Reputation Score W With Reputation Score

X, Success rate

Figure 25. The number of attackers and success rates in two scenarios.
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Chapter 6: Conclusion
In this thesis, we have presented three scenarios of security issues. The first scenario

represents the smart grid in the traditional case where smart grids use only
authentication as the main protection methods. Scenario 2 is the implementation of
Blockchain technology to smart grids. Scenario 3 is a combined implementation of
both, Blockchain and the Reputation score to smart grids. Besides, we have provided a
practical simulation with some useful results as we are offering a set of practical
recommendations based on the mathematical foundation on when the people should
apply the above scenarios to smart grids to deal with various attacks.

We have solved the research problems with the proposed framework as
reputation results have proven to be beneficial in spotting internal attackers. Its great
potential can be taken advantage of and can be improved to adapt to different
requirements. This value acts as a balance, and by increasing or decreasing this value,
the reputation value increases or decreases, hence the reliability of the node. Thus when
it falls below a certain threshold, the permissions are removed from the user.

We used a simple dataset in this work, but this method can rely on real and huge
datasets. We can also apply the proposed framework to any IoT application and not
only to smart grids, taking into consideration the fundamental differences between
those applications to make the simple and necessary adjustments to be compatible with
every application that wishes to apply this framework. This approach gives smart grid
systems a significant advantage to address cyber-attacks as the Algorithml can
calculate the scores, which are kept secret and never shared under any circumstances.

In the future work, we can use the same method on any 10T application but we
might face some problems. For example, the data that are stored in a smart meter

memory in the blockchain's form. Besides, the size of the smart node memory is limited
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and because of the increase in the ledger size, this may cause this data to be lost over
time. This is when the node memory capacity is less than the increased data volume.
However, we can reduce the blockchain size and solve the ever-growing
Blockchain problem by using the floating genesis block which will improve the cost of
distributing this ledger copy to each meter memory. In the future work, we especially
recommend implementing the floating genesis block and its advantages on the smart
grid. This method can decrease the size of the blockchain and that will improve the cost

of distributing the copy of this ledger to each smart meter’s memory.
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